Abstract: On the basis of ghost imaging, this paper proposes a multiple-image encryption scheme combining public key cryptography and Hadamard basis pattern. In the encryption system, a plurality of light paths are set, and the Hadamard basis patterns are used for illumination, so that each light path is concentrated in a bucket detector to obtain intensity values of all images. Then, all the detected intensity values are encrypted by using public key cryptography algorithm to obtain the final ciphertext. The use of basis patterns allows for high-quality reconstruction. In addition, randomness in the permutation operation and public key cryptography provide a strong security feature for the encryption system. The multiple-image encryption scheme solves the crosstalk problem among images. The basic principle of the encryption scheme is theoretically analyzed, and the feasibility and security of the proposed method are verified by numerical simulation.
Introduction
With the rapid development of network information technology, ensuring the security of important information plays an important role in the information age. In some industries, once information is stolen, it will have immeasurable consequences. Information security technology can encrypt information, even if the information is stolen, the eavesdropper can not recover the real information, thus avoiding some losses. Optical information security technology is a technology that uses optical principles to achieve information security. Due to its high degree of freedom, high robustness, parallel processing capability, and fast speed, it has an increasingly important position in the information security field [1] , [2] . For optical image encryption, since Refregier and Javidi proposed the encryption system of double random phase encoding (DRPE) [3] , some typical optical theories, such as fractional Merlin transform, fractional Fourier transform, Fresnel transform and so on, combined with double random phase encoding to achieve optical image encryption, which has attracted more and more researchers' attention [4] - [8] . However, recent reports indicate that DRPE system is vulnerable to chosen-ciphertext attack, known-plaintext attack and chosen-plaintext attacks, which greatly affect the security of information [9] , [10] .
As a non-local imaging technology, ghost imaging has attaracted widespread attention in recent years [11] , which is a method of obtaining object information by correlating measurement of light field intensity. The imaging technique was first realized by quantum entanglement characteristics. Since Gatti and Brambilla completed ghost imaging experiments using classic thermal sources in 2004, ghost imaging has been widely applied in various information security fields [12] - [15] . Bromberg et al. [16] proposed the concept of computational ghost imaging (CGI) using only a single bucket detector in 2009. Pere Clemente took the lead to combine optical encryption with ghost imaging, which laid the foundation for the application of ghost imaging in information security [17] . However, the use of traditional ghost imaging algorithm requires a large number of measurements. In order to reduce the measurement time, Katz applied compressive sensing to ghost imaging to improve measurement efficiency [18] .
In order to improve the efficiency of data storage and transmission, many scholars have recently paid more and more attention to methods of multiple-image encryption, such as wavelength multiplexing, position multiplexing, and spatial multiplexing. In 2016, Wu Jingjing et al. [19] proposed an optical multiple-image encryption scheme based on computational ghost imaging and position multiplexing, in which each original image is encrypted into an intensity vector using computational ghost imaging with different diffraction distances, and the final ciphertext is generated by superimposing all the intensity vectors together, but as the number of images increases, the computational complexity and time consumption increase significantly; In 2018, Meng Xiangfeng et al. [20] proposed a multiple-image encryption method via lifting wavelet transformation (LWT) and XOR operation based on a row scanning compressive ghost imaging.
In previous works [12] - [18] , random illumination patterns have been used in ghost imaging system, and the randomness of the key enhances the randomness of the ciphertext, which increases the difficulty of deciphering. However, random patterns are not the best choice for ghost imaging from the perspective of imaging quality and sampling efficiency. Although compressive sensing can be used to improve imaging quality and reduce the number of measurements, the results are not satisfactory. Recently, it has been demonstrated that ghost imaging technique using basis patterns can achieve high quality reconstruction effects [21] - [24] . In 2015, Kyuki Shibuya et al. [23] compared the images reconstructed by ghost imaging and Hadamard imaging. The numerical simulation and experimental results show that for a fixed number of illuminations, the visibility of images reconstructed by Hadamard transformation imaging was higher than that of images reconstructed by ghost imaging of random patterns. In 2016, Wang Le and Zhao Shengmei [25] proposed a ghost imaging scheme with fast Walsh-Hadamard transformation. Experimental and numerical simulation results show that the reconstruction time is greatly shortened, and the quality of the restored image is significantly improved.
Ghost imaging system is a symmetric optical encryption system. In the system, the images to be encrypted are considered to be plaintext, the illumination patterns are considered to be the key for encryption and decryption, and the measurement values of bucket detector are considered to be ciphertext. The security of ghost imaging system depends mainly on the key, and since the encryption key and the decryption key are the same, there is a strong dependency. The RSA public key cryptography algorithm can solve key security and allocation problems well. In this paper, we propose a multiple-image encryption method based on ghost imaging and public key cryptography, of which applying the permuted Hadamard basis patterns to ghost imaging to achieve high quality reconstruction. In the method, a plurality of light paths are set, and the Hadamard basis patterns of different permutations are irradiated on different objects, and the intensity values of all objects are detected by a bucket detector. Hadamard basis patterns of different permutations are used as keys for different image decryption, and crosstalk among images is not generated. The application of public key cryptography further improves the security of the encryption system and the key distribution problem. Firstly, the theoretical analysis and description of the method are given, then numerical simulation and verification are carried out, finally, the conclusion is drawn. 
Theoretical Analysis and Description

Optical Image Encryption Based on Ghost Imaging With Random Patterns and Hadamard Patterns
Ghost imaging is an imaging method that uses quantum entanglement properties or spatial intensity correlation to obtain objects. In computational ghost imaging, a bucket detector with no spatial resolution is used to collect the intensity values after diffraction through an object. A beam of parallel light is intensity modulated by a spatial light modulator and illuminates onto an object to be imaged. The bucket detector detects the total intensity of light after diffraction through the object. An important device in the computational ghost imaging is the spatial light modulator (SLM). As shown in Fig. 1 , the spatial light modulator is used to perform N times of random modulation on the probe optical path, and a series of random phases φ i (x, y)(i = 1, . . . , N ) are introduced to illuminate the objec I (x, y). A series of intensity values recorded by bucket detector are transmitted as ciphertex B i (i = 1, . . . , N ) to the receiver through the common channel, and the set of the random phases {φ i (x, y)}(i = 1, . . . , N ) introduced by the spatial light modulator (SLM) is transmitted as a key to receiver through the private channel. In the reconstruction process, the correlation operation between φ i (x, y) and B i is performed, which can be expressed as the following equation:
Where • represents average operation; G (x, y) represents a reconstructed image. With the increase of N, the quality of the reconstructed image will gradually increase. However, random patterns are not the best choice for ghost imaging from the perspective of imaging quality and sampling efficiency.
In order to improve imaging quality and reconstruction efficiency, the Hadamard basis patterns are used for illumination in ghost imaging. Digital devices are able to generate quantization error-free Hadamard basis patterns. Due to Hadamard basis patterns are obtained by Hadamard matrix, symmetry properties, as shown in Fig. 2 , which can achieve perfect reconstruction under the condition of full sampling. And a satisfactory result can be reconstructed even when the number of sampling is less than the total pixels of an image. In previous paper [23] , it have demonstrated that Hadamard basis patterns illumination has better reconstruction effects than random patterns illumination. In paper [26] , Yasuhiro Mizutani et al. proposed a single-pixel imaging by Hadamard transformation and its application for hyperspectral imaging, and a report on comparisons of single-pixel imagings using Hadamard Transform and the ghost imaging in the view point of the visibility under weak light conditions. The quality of image reconstruction was verified based on experimental results and numerical analysis in paper [26] . The Hadamard basis patterns are obtained by rearranging each row or column of Hadamard matrix into a two-dimensional pattern. Taking a 16-order Hadamard matrix as an example, each row is rearranged into a two-dimensional pattern of 4 × 4. As shown in Fig. 3, 16 Hadamard basis patterns can be obtained.
However, due to the constancy of basis patterns for different images to be encrypted, encrypted Hadamard basis patterns are used to achieve image encryption. For the encryption of basis patterns, we use scrambling operation which refers to the rearrangement of elements in a different order for a given sequence. An example of performing scrambling operation on a two-dimensional sequence is shown in Fig. 4 . The two-dimensional encryption sequence after scrambling operation can recover the original information only with the correct key. The Hadamard basis patterns after permutation are still binary, allowing high quality reconstruction.
Public Key Cryptography
Ghost imaging system is a symmetric optical encryption system. In the system, the images to be encrypted are considered to be plaintext, the illumination patterns are considered to be the key for encryption and decryption, and the measurement values of bucket detector are considered to be ciphertext. The key encrypted by the sender is the same as the key decrypted by the receiver, the security of which is threatened during transmission process. Public key cryptography is an asymmetric encryption system, in which the keys appear in pairs. One is a private key and the other is a public key. The public key is used to encrypt the data, and the private key is used to decrypt the data. In the communication of public key cryptography, we assume that Alice is the sender and Bob is the receiver, and Bob generates a cryptographic pair containing the public key and the private key. The private key is kept by Bob and the public key is sent to Alice. Alice encrypts the plaintext with Bob's public key, sending the encrypted ciphertext to Bob. Bob decrypts the ciphertext with the private key to obtain plaintext. The specific schematic is shown in Fig. 5 .
Taking RSA algorithm [27] in public key cryptography as an example,which is a widely used encryption algorithm. For RSA, the specific generation process of the key is as follows: 1) Select randomly two prime numbers m and n.
2) Calculate N = m * n, and the least common multiple L of m − 1 and n − 1.
3) Select the encryption key E, at the same time, satisfy the following two conditions:
Where gcd represents the greatest common divisor of E and L. 4) Calculate the decryption key D, at the same time, satisfy the following two conditions:
Where mod represents remainder operation. There are two kinds of keys in the public key cryptosystem, which are the public key {E , N } and the private key {D , N }, respectively.
In RSA, the plaintext, key, and ciphertext are all numbers, and the encryption process can be expressed as: Where p is the plaintext information to be encrypted and c is the ciphertext. The decryption operation of ciphertext c is:
Multiple-Image Encryption Principle
On the basis of ghost imaging, the illumination using the permutated Hadamard basis patterns not only achieves the purpose of encryption, but also achieves high quality reconstruction effects. For multiple-image encryption, a plurality of light paths are set, and different Hadamard basis patterns are used to illuminate different images, so that each light path is concentrated on a bucket detector to obtain intensity values of all images. The detected intensity values are encrypted by RSA algorithm to obtain final ciphertext, which not only reduces storage space of the data, but also ensures the security. Even if attacker obtains ciphertext and public key, it is difficult to achieve decryption.
Encryption Process
Multiple-image encryption method based on ghost imaging and public key cryptography is shown in Fig. 6 , the encryption process is as follows:
Step 1: A plurality of light paths are set, and each light path is sequentially provided with a spatial light modulator (SLM), an image to be encrypted and a lens, so that each light path is concentrated on a bucket detector;
Step 2: Hadamard basis patterns are generated by controlling spatial light modulator (SLM). In order to achieve encryption, Hadamard basis patterns are performed scrambling operation and are as keys. Then, scrambled Hadamard basis patterns are used to respectively modulate images to be encrypted f 1 , f 2 , . . . , f N , and intensity values D r of all images are measured by using bucket detector;
Step 2 is repeated M times, and all detected data are obtained by bucket detector, which can be mathematically expressed as:
A nr (7) Where N is the number of images to be encrypted; P nr is Hadamard basis pattern after performing scrambling operation;
Step 4: Calculate B r = D r − D , where D is the mean of all detected data {D r };
Step 5: RSA public key cryptography algorithm is used to encrypt {B r } to obtain the ciphertext {C r }.The ciphertext can be expressed as:
Where R () indicates that {B r } is encrypted using RSA algorithm, and M represents the number of measurements.
In the process of key distribution and transmission, the sender transmits the ciphertext {C r } to the recipient who decrypts it with his/her private key.
Decryption Process
In the process of decryption, the n-th user has the key in the n-th light path, and the decryption process is as follows:
Step 1: The user receives ciphertext {C r }, which is decrypted by his/her own private key to obtain data {B r };
Step 2: According to the principle of ghost imaging, the obtained data {B r } and the Hadamard basis pattern (P 1r , P 2r , . . . , P N r ) after scrambling operation are respectively associated with each other to obtain plaintexts {f n }, that is:
Step 3: The i-th user needs to decrypt the i-th image by performing correlation operation on the data B r containing all plaintext information and the illumination patterns P i r corresponding to the image to be decrypted. Combining equation (7) with formula B r = D r − D , we substitute them into equation (9):
A nr P i r
Where the first itemf i is the result of the i-th image correlation operation, and the second item does not contain any information of the i-th image f i , which is the statistical average value of the M basis illumination patterns P i r under a certain weight α i . If the number of measurements satisfies M 1, equation (10) can be written as
In the process of encryption transmission, different encrypted images need to be transmitted to different recipients. Although the ciphertext can be shared with all recipients, different recipients have a unique key to decrypt the ciphertext image.
Simulation Results and Analysis
In order to verify the feasibility and security of the encryption scheme, numerical experiments were carried out on this method. The simulation experiments were mainly realized by Matlab 2018a software in the Windows 10 system. The images to be encrypted are respectively four binary images and four grayscale images with 64 × 64 pixels. Four images to be encrypted are first performed association operation through encrypted Hadamard basis patterns to obtain bucket detector values, which achieves primary encryption. Then, the bucket detector values are encrypted using RSA public key cryptography algorithm to achieve secondary encryption. For multiple users, different users have a unique private key to decrypt the image, and reconstruction effects of four binary images and grayscale images are shown in Figures 7 and 8 , respectively.
Feasibility analysis
The feasibility analysis uses the optical information encryption method to evaluate the reconstructed plaintext information, and uses subjective judgment and objective parameters to measure the feasibility of algorithm. Here, we compare the encryption method proposed in this paper with the encryption method using random speckle illumination mode. Fig. 9 is reconstruction effect diagram of two methods at different sampling rates (taking reconstructed images of a grayscale image and a binary image as examples).
In order to objectively and accurately measure the quality of the image restored by the encryption method, it is measured by structural similarity (SSIM), which is an objective quality criterion for image quality in accordance with the characteristics of the human visual system. The higher the degree of similarity between the image to be evaluated and the original image, the larger the value, and the maximum is l. The SSIM contains the luminance, contrast, and structural properties of the evaluation image, and its expression is Where μ x , μ y represent respectively the mean of the images x and y; σ x , σ y represent respectively the standard deviation of the images x and y; σ xy denotes the covariance of x and y; C 1 , C 2 , C 3 are small constants, in order to avoid the occurrence of zero in the denominator to maintain stability.Taking into account all the above factors, the formula for calculating SSIM is as shown in (13) . In the formula, α, β, γ are the three weights of three evaluation factors, which are set to 1.
The larger the SSIM value, the better the image reconstruction quality and the visual effect. The SSIM values of the two methods at different sampling rates are shown in Fig. 10 .
The blue and red curves in the Fig. 10 represent the case of reconstructing the original images of the proposed method in this paper and ghost imaging encryption of random patterns illumination at different sampling rates. The eight large dots represent eight different reconstructed images at their respective sampling rates. It can be seen from Fig. 10 that: (1) As the sampling rate increases, the SSIM value increases, that is, the larger the number of samples, the larger the SSIM value, the higher the quality of the reconstructed images, and the closer to the original images information; (2) When the sampling rate reaches about 30%, reconstructed images by the proposed method are close to original images, however, the definition of reconstructed images by ghost imaging using random speckle illumination is not high. The above can explain that reconstructed images by the proposed method has better quality, which proves that the method is more effective in terms of feasibility.
Analysis of Multiple-Image Encryption Capability
In the process of multiple-image decryption, the user decrypts ciphertext {C r } by private key to obtain the data {B r } that contains information of all images. It can be known from the second item 1 M M r =1 α r P i r in the formula (10) that as the number of encrypted images increases, the noise intensity also increases, and the quality of decrypted images decreases. However, as the number of measurements increases, the noise intensity can be reduced to improve the quality of decrypted images. In order to objectively and accurately evaluate the quality of images reconstruction, objective evaluation method is adopted here. Commonly used objective evaluation indicators are mean square error (MSE) and peak signal-to-noise ratio (PSNR). The basic idea is to measure the degree of deviation of the pixels of the reconstructed images and the original images, thereby evaluating the quality of the reconstructed images. For an image with P × Q pixels, the mathematical expressions for MSE and PSNR are:
Where O i ,j and O i .j represent respectively the values of the corresponding pixel points of the original image and the reconstructed image, and O max represents the value of the largest pixel point in image. The larger the PSNR value, the more similar the two images are, that is, the higher the quality of reconstructed image, the better the capability of multiple-image encryption in this paper. The relationship between PSNR values, the number of encrypted images and the number of measurements of binary and grayscale images is shown in Fig. 11 .
It can be seen from Fig. 11 that: (1) Whether it is a binary image or a grayscale image, as the number of measurements increases, PSNR values also increases, which have the same trend. (2) In the case that the number of measurements is the same, PSNR values calculated by binary images are larger than PSNR values calculated by grayscale images. (3) When the number of measurements reaches 40,000 times, the number of encrypted images can reach more than eight, that is, the number of encrypted images can be increased by increasing the number of measurements. 
Robustness to Noise
Hadamard transformation imaging is robust to noise in principle, because Hadamard transform is a global transformation. Global transformation implies that each pixel in a reconstructed image is contributed by all measurements and such an averaging process allows evening out errors in measurement. On the other hand, Hadamard basis patterns are naturally in a discrete manner. Digital devices are able to generate quantization error-free Hadamard basis patterns. In order to explain the effect of image reconstruction more directly, we add gaussian noise of different intensity to the values of bucket detector, and compare the reconstruction effect of the random patterns and Hadamard patterns respectively, as shown in the figure [12] . It can be seen from the figure [12] that despite the addition of noise, the PSNR values of the reconstructed image of Hadamard patterns remain above 10 in the noise intensity range of 0-0.5, and the PSNR values of the reconstructed image of Hadamard patterns are higher than random patterns, which indicates that Hadamard patterns has better robustness in the case of noise attack.
Security Analysis
Security analysis is an important indicator to evaluate the performance of a encryption system. In the process of encryption, the scrambling operation of Hadamard basis patterns is performed. The randomness of scrambling and RSA public key cryptography algorithm provide good security for encryption system and increase the difficulty of cracker.
Key Security Analysis
In the process of decryption, each image corresponds to different illumination patterns, and for multiple users, different users need to decrypt their own images with their unique private key. Here, we take four grayscale images as examples. Fig. 13 corresponds to the reconstructed effect under the condition that the light path of image matches or does not match the decryption password.
As can be seen from Fig. 13 , the image can be reconstructed correctly only when the address of the image to be decrypted matches the decryption key. The user decrypts the image by illumination patterns corresponding to the image to be decrypted and the private key generated by the user using the RSA algorithm. For now, the security of the RSA algorithm can be guaranteed. Taking 64 × 64 image as an example, there are positive and negative pixel points. Using brute-force cracking to attack system requires 2 64×64 operations, so the cost is enormous. It can be seen that the security of the encryption system can be guaranteed. 
Ciphertext-Only Attacks
Ciphertext-only attacks (COA) are that attackers try to analyze the key in the intercepted ciphertext or the plaintext corresponding to the ciphertext. The ciphertext-only attack is the most difficult in all attacks. If a cryptosystem cannot resist ciphertext-only attacks, in theory, this cryptosystem is insecure. In this system, ciphertext is transmitted through common channel and is easily stolen. Here we use the correlation coefficient in the statistical analysis to further verify the security of the proposed method. Each pixel in the original image is not independent and has a strong correlation. One of the goals of image encryption is to reduce the correlation of the original image. The correlation coefficient measures the correlation of two adjacent variables in a certain direction, mainly including the correlation of horizontal pixels, vertical pixels and diagonal pixels. The closer the value approachs zero, the smaller the correlation between two adjacent values, which indicates that the better the image encryption effect and the higher the security. The correlation coefficient is calculated as follows: 1, 2, . . . , m) , and U j = {u j1 , u j2 , . . . , u jn }represents a pixel vector of the image. The adjacent pixel vector of U j can be expressed as V k = {v k1 , v k2 , . . . , v kn }, and k satisfies k = j + 1(j = 1, 2, . . . , m − 1). The correlation coefficient of U j , V k can be obtained by the formula (16) , and the correlation coefficient of an image in a certain fixed direction can be obtained by calculating the average value. Some average correlation coefficients for the original images and the encrypted images are given in Table 1 .
It can be seen from Table 1 that the average correlation coefficients of different original images in the horizontal, vertical and diagonal directions are about 0.8, and the correlation is very strong. However, the correlation coefficients of the images after encryption in three directions are close to 0 at around 0.02, and the correlation is very weak, which indicates that the prpposed encryption scheme has good performance in terms of security.
Conclusion
Based on the principle of ghost imaging, scrambling operation of Hadamard basis patterns is performed to illuminate object. Multiple-image encryption method based on Hadamard basis patterns and RSA public key cryptography is proposed, which solves the problem of low quality of traditional random illumination patterns and increases the security of the system. In the case of reducing the data storage space, the encryption scheme sets a plurality of light paths to achieve multiple-image encryption, and the intensity information of all objects are detected by a bucket detector. The detected values including all image information are encrypted by RSA algorithm to obtain the final ciphertext, which provides good security for the encryption system. The feasibility, security and multiple-image encryption ability of the proposed method are verified by simulation experiments.
